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Ame ndments to the claims: 

Tin's listing ofclaims will replace all prior versions and listings of claims in the 
application: 

Usliaig of cl aims: 

1 . (Currently Amended) A network system for determining trivial keyboard 
sequences of a proposed password, comprising: 
a user system; 

a computer keyboard input device associated with said user system; 

a server in communication with said user systems via a communications link; 

a data storage device coupled to said server, said data storage device housing: 

a database including a keyboard profile wherein said keyboard profile specifics 
a physical layout of character and function keys on said computer keyboard input device; 

a muster password database including a user account associated with said user 

system; and 

a password verification mechanism executable by said server; 
wherein, upon execution, said password verification mechanism performs an algorithm 
on said proposed password and determines IrivialUy of said proposed password according to 
criteria specified in said algorithm. 

2-5, (Canceled) 

6. (Original) The ncLwork system of claim 1, wherein said algorithm comprises three 
formulas wherein: 

a first formula checks for vertical triviality of said proposed password; 

a second formula checks for horizontal triviality of said proposed password; and 

a third formula checks for diverse keystroke patterns of said proposed password; 
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whciein said second formuln is executed upon successful validation of said first formula; and 
said third formula is executed upon successful validation of said second formula. 

7, (Original) The network system of claim 6, wherein successful validations of any of 
said three formulas causes said password verification mechanism to: 
transmit nolificnlion to at least one of: 

a requesting user system; and 

an administrator system; and 
update saul master password database. 

8-1 0, (Canceled) 

1 1 . (Currently Amended) A method for determining keyboard triviality of proposed 
passwords over a nclwork system, comprising: 

receiving a request for a proposed password from a. user system; 
retrieving user account daln related to said user system; 

checking said proposed password against existing password quality rules stored in a 
master password database, wherein a requester of said proposed password is redirected to 
select an alternative password if said checking results in an unacceptable password; 

providing a keyboard profile associated with said user system, said keyboard profile 
including a unique identifier; 

performing an algorithm on said proposed password, said algorithm including a first 
formula, comprising: 

(AXl H AX2 + ... + AX {n ^ 0 )/(n - I) > 0; 

wherein: 

X represents d ata coordinate of each character of sa id proposed 
p9J5&WQr<LDILan X axisj>rthc kcyboard.pcQjfjJe; 

Y- represettte- a n Y agist 
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n represents a number of Ihccharacters comprising said 

proposed password; and 

AXl represents an absolute value of a difference between a first 
and second data coordinate on said X axis; 

and wherein further data coordinates are plugged into said first formula for 
determining vertical triviality. 

12. (Currently Amended) Tile method of claim 1 l f wherein said algorithm includes a 
second formula executable upon successful completion of said first formula, comprising: 

(AY1 -i AY2 + ... AYf n ~ !))/(n - 1) > 0; 
wherein: 

Y represents data coordinate of ea ch character of said proposed pa ssword on a 
Y axis pfthc keyboard profile: 

n represents a number of the characters comprising said proposed password; 

and 

AY1 represents an absolute value of a difference between a first and second 
dala coordinate on said Y axis; 

and wherein further data coordinates arc plugged into said second formula for 
dclermiuing horizontal triviality, 

13. (Currently Amended) Themelhod of claim 1 1, wherein said algorithm includes a 
third formula, comprising: 

(AX I + AY1 +■ AX2 -i- AY2 + ... + AX ;n ^ n + AY C » ^ o)/(2(it -!))>- S; 
wherein; 

X represents data coordinate of each chara cter of said proposed p assword on an 
X axis of the keyboard p rofile ; 
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Y represents data coordinate preach character of said p roposed pa ssword on a 
Y axis of the keyboard profile : 

n represents a number of the characters comprising said proposed password; 

AX I represents an absolute value of a difference between a first and second 
data coordmal e on said X axis; 

AY1 represents an absolute value of a difference between a first and second 
(tola coordinate on said Y axis; and 

S represents a variable parameter representing a mean distance between 
character keys of proposed passwords; 

and wherein further data coordinates are plugged into said third formula for 
determining diverse keystroke patterns ofsaid proposed password. 

14. (Original) The method of claim 13, wherein successful completion of said 
algorithm causes a password verification mechanism to: 

transmit acceptance of said proposed password to at least one of; 

said user system; 

an administrator system; and 
update a password database to reflect said acceptance. 

15. (Original) The method of claim 1 1, wherein said identifier is linked to said user 
account, and wherein further, said keyboard profile is automatically provided over said 
network system via said [ink. 

16. (Original) The method of claim 11, wherein a list of available keyboard profiles 
are presented to said user selection, and wherein further, said user system selects an 
appropriate profile. 

17. (Currently Amended) A storage medium encoded with machine-readable 
computer program code for determining keyboard triviality of proposed passwords over a 
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network system, the .storage medium including instniclions Tor causing said computer network 
lo implement a method comprising: 

receiving a request for a proposed password from a user system; 

retrieving user account data related to said user system; 

checking said proposed password against existing password quality rules stored in a 
master password database, wherein a requester of said proposed password is redirected to 
select an alternative password if said checking results in an unacceptable password; 

providing a keyboard profile associated with said user system, said keyboard profile 
including a unique identifier; 

performing an algorithm on said proposed password, said algorithm including a first 
formula, comprising: 

(AX I + AX2 +■ + AX (n v i))/(n - 1 ) > 0; 

wherein: 

X represents data coordinate of ea ch chara cter of said proposed 
passw ord on an X axisj)fjjicjccybpard,pi;gfilet 

n rcprescjits a number of th^characters comprising said 

proposed password; and 

AX i represents an absolute value of a difference between a first 
and second data coordinate on said X axis; 

and wherein further data coordinates are plugged into said first formula for 
determining vertical triviality. 

1 S. (Currently Amended) The storage medium of claim 17, wherein said algorithm 
includes a second formula executable upon successful completion of said first formula, 
comprising: 

(A Yl i AY2 i ... AY £n i))/(n - 1) > 0; 

wherein: 
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•X-represeatssaidX-axis;- 

Y represents dala coordinate o Teach character of said p roposed password_on 

said Y axis; 

n represents a number of thecharactcrs comprising said proposed password; | 

and 

AY I represents an absolute value of a difference between a first and second 
(tain coord imitc on said Y axis; 

and wherein further data coordinates are plugged into said second formula for 
determining horizontal triviality. 

19. (Currently Amended) The storage medium of claim 17, wherein said algorithm 
includes a third formula, comprising: 

(AX J + AY 1 + AX2 + AY2 + M# + AX £n n + AY (n ~ i))/(2(n - 1 )) >= S; | 
wherein: 

X- represents $aid-*-£Ki$i 

Y represents dala coordinate of each character of said proposed pass word on 

said y axis; 

n represents a number of characters comprising said proposed password; 

AX1 represents an absolute value of a difference between a first and second 
data coordinate on said X axis; 

AY1 represents an absolute value of a difference between a first and second 
data coordinate on said Y axis; and 

S represents a variable parameter representing a mean distance between 
character keys of proposed passwords; 

and wherein further data coordinates are plugged into said third formula for 
determining diverse keystroke patterns of said proposed password. 

20, (Original) The storage medium of claim 19, wherein successful completion of 
said algorithm causes a password verification mechanism to: 
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transmit accepluncc of said proposed password to at least one of: 

said user syslem; 

nn administrator system; and 
update a password database to reflect said acceptance. 

21. (Original) The storage medium of claim 1 7, wherein said identifier is linked to 
said user account, and wherein further, said keyboard profile is automatically provided over 
said network system via said link. 

22, (Original) The storage medium of claim 17, wherein a list of available keyboard 
profiles are presented to said user selection, and wherein further, said user system selects an 
appropriate profile. 
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